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ABSTRACT

The detailed design phase of an offshore project is normally characterised by a very tight project
schedule. There are several examples in the offshore industry of project delays and losses caused by
inadequacies in the design phase. A methodology has been developed to assess the risk of the design
phase of a project in order to reduce the probability for serious design errors. This methodology
involves the assessment of the management of the project team, of the verification, and it requires the

ERA Technology, Risk Assessment of Offshore Installations, London, 18 November 1997 1



cooperation of design engineers and oil company and the atmosphere of openness in the design team.
It is believed that this methodology can be developed into a powerful tool to reduce the risk of design
error and better channel the verification effort in future offshore projects.

The methodology for the risk assessment of the design process has been developed within the
framework of Quantitative Risk Assessment (QRA). The methodology is applied in two steps: the
first pass assessment combines the organisational, management and personnel system analysis which
yields the error potential, which is summed with the consequence criticality of a failure in the design
process to give the risk profile of the process. The results can be used in the improvement of the
organisation and management of the design process, and for focusing attention for the second step, the
detailed risk assessment, which combines an analysis of design task and opportunities for error into
fault trees to estimate design failure probability. An example of the application of the methodology to
the live design process is presented, and the benefits and practicalities of using it as a management
tool discussed. Some of the intermediate findings of the analysis, expressed in the form of “strengths”
and “weaknesses”, so that they can be used for risk reduction, are also given.

1 INTRODUCTION

There are numerous examples of errors in engineering structures caused by faulty design. This
problem has worsened as engineers rely more and more on computer models lacking old-fashioned,
direct hands-on experience (Ferguson, 1993). This problem is spreading into offshore projects. The
Sleipner A1l loss was, for example, partly caused by faulty finite element modelling (Jacobsen, 1992)
which was undetected by the verification activities.

A major question arises as to how can one avoid catastrophic failures, or other major loss, caused by
design errors. The mapping of the project organisational characteristics involving the assessment of
management, cooperation, experience and verification effort is believed to be a possible way forward.
This involves development of a suitable methodology for assessment of project design risk in order to
arrive at organisational improvements. Many offshore projects are characterised by very hectic
activities to meet the project schedule. This is particularly true for the conceptual phase where the
selected concept is frozen, and for the detailed engineering phase where the effects of all possible load
combinations are assessed. Errors can arise in these phases and it may be very difficult to detect them.
As such it has been shown that improvements in design review of offshore jacket projects can provide
substantial reliability gains with the corresponding expense being about two orders of magnitude
below the cost of achieving the same result by adding steel to structures (Paté-Cornell, 1990). In order
to achieve the required reliability gain, this design review must include a review of the combined
conceptual and detailed design phases as well as the independent verification carried out. For a
thorough discussion of verification activities in offshore projects see Rettedal et al, 1996.

A QRA-based approach was considered a useful tool to identify high risk or, safety critical elements in
engineering projects. The methodology developed has been used with success for offshore
construction projects (Trbojevic et al., 1994), and its merits in assessing risks during the design phase
of offshore projects have been assessed (Trbojevic et al., 1995).

2 METHODOLOGY FOR RISK ASSESSMENT OF THE DESIGN PROCESS

The main steps of the approach are summarised below:
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System Definition

This defines the extent and the boundaries of the analysis and gives the breakdown of the design
process arrangement and the organisation.

Hazard Identification

In the process of hazard identification, the critical failures of interest are those which could lead to a
structural failure once the design is constructed. For example a failure in the design specification of a
jacket could result in jacket failure during the application of global loads. Critical failures encompass
load specification, stress analysis, material choice, documentation, and other failures. Critical failures
are the direct result of:

e human errors in carrying out design tasks, and/or,
e human failure to identify a technical error in support tools like software, and
e human error in verification i.e. failure to identify errors and correct them.

In risk assessment as applied to the operating phase of an installation, the modelling of the human
component of the system is typically based on the analysis of tasks of front line operators. For
example, a study of dropped objects in the construction phase of Sleipner (Trbojevic et al., 1994)
concentrated on the tasks of crane operators and influences on task performance when analysing
human failure modes. These errors tend to be active errors (Reason, 1990), where the effects of
making the error tend to be felt immediately.

By contrast, any unrecovered errors made during the design process, with a potential for causing a
critical failure, will remain dormant in the system. These errors, where error occurrence is separated
in time from its effects, are called latent errors (Reason, 1990). A trigger is needed for these dormant
failures to become evident in the form of a near miss or an accident. Triggers include environmental
conditions, atypical system states, operator errors, component failures. For example, the submergence
test of the Sleipner A GBS provided the condition which triggered the latent errors in the design of the
tricell. For the purpose of this methodology it is the potential for unrecovered errors which is
important and not the presence of triggering conditions.

Latent errors may combine to give the potential for a major accident. Analysis of major system
failures has shown the importance of this hazard in the system, and has led to descriptions of a kind of
“system morbidity” such as "accident incubation" (Turner, 1978) and "resident pathogens" (Reason,
1990). In developing the methodology for design risk assessment, it is this system morbidity upon
which it is important to focus, at least in the first stage of the analysis, because starting with an
assessment of individual tasks at the more detailed level would ignore the important underlying
sources of error.

In taking a systems view of the design process, the combining nature of latent failures can be
understood in terms of organisation. The connections between the components of an organised
system, the roles of each component in the system, and how they contribute to the whole have been
shown to be an appropriate level of description in the analysis of major failures (Bignell and Fortune,
1984). This organisation must be viewed in the context of the climate of regulations, economic
pressures, and technical know-how.
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Analyses of underlying causes of failure in hazardous systems have also identified common mode
sources of failure in management of a system (Bellamy, 1983, 1991). In particular, this work
emphasises the importance of error recovery mechanisms and their follow up. All accidents analysed
had failures in one or more of the following review and verification mechanisms which would
otherwise have prevented the accident occurring: hazard reviews, inspections and audits, and checking
the results of completed tasks. In design, the systems of verification/validation will be very important
in recovering latent errors, and are a last line of defence against such errors remaining in the system.

The methods of human error identification and quantification (SRD, 1988) do not lend themselves
well to addressing the common mode influences of organisation and management. Although one
could apply human reliability assessment to the front line tasks of design (doing calculations, making
drawings etc.), such an application would be enormously resource-intensive and time-consuming if
key tasks to be scrutinised have not been identified beforechand. However, detailed analysis of front
line tasks would be important if they were identified as contributors to areas of high risk.

An important part of the proposed approach to risk assessment of a design process is the use of an
analysis of the organisation, management and personnel system to identify areas of strengths and
weaknesses in the design process which would affect the potential for these human failures. To carry
out such an analysis, it is first necessary to specify the failure modes in organisation and management
that could give rise to critical failures. These can be generalised to a set of sources of failure which
can be summarised as:

1. Internal culture: in the design process a negative safety culture would mean not caring for the
safety/quality of design outcomes, this being reflected in the beliefs, attitudes and practices of
everyone involved. An example of a failure would be neglecting a safety issue in order to meet
time pressures.

2. The need for control: this depends on the complexity and coupling of different organisational
components of the design process which are needed in order to produce the end product. As
complexity and coupling increase, so does the need for control. Therefore, failures can arise when
these needs are not met, for example through failures to interface organisational units in the design
flow, with the potential for different parts of the design to not “fit” with one another.

3. Possibilities for control: this covers the division and allocation of tasks, communication and
coordination across organisational interfaces, ability to direct and intervene to recover errors in
the design as early as possible, and the use of learning experiences from previous design projects.
Failures in these areas would include: not allocating tasks to personnel with the appropriate level
of competence; no way of picking up incorrect information flowing across an organisational
interface; not checking or verifying key tasks, or following up key tasks which have failed the
check; and not passing on information based on previous design experience to relevant members
of the design team, such that the design process never improves.

4. System climate: this is the external requirements and constraints, such as economic pressures,
availability of resources, and regulatory requirements which can affect safety/quality in the design
process. Failures here include being susceptible to short-cutting because of failure to adequately
plan for time constraints, or not ensuring there is sufficient know-how in the organisation because
of unavailability of personnel resources.
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The basis of the hazard identification was to develop an audit tool for assessment of the identified
sources of failure in management and organisation of the design process.

Estimation of Design Error Potential
An audit approach has been taken where the strengths and weaknesses of the control and monitoring
(C & M) loops of the organisation and management of the design process are assessed. The main

areas addressed are based on the following control and monitoring loop concept:

Policies and planning

el AV
Follow-up/Improvements Implementation/Actions
[N 4

Checking/Measurement/Review

The process investigates whether the loop is complete. If it is, then the investigator would expect to
find:

Policies and planning: The company has policies relating to safety/quality and its organisation in the
design process, and there are plans or action strategies for implementing those policies.

Implementation/actions: There is commitment to implementing the policies and plans. There are
designated personnel with specific roles for implementing/coordinating policy and plans. There is
evidence from actions that organisation for safety in design is implemented in the practices of
management and front line personnel.

Checking/measurement/review: The implementation of safety in design is checked by measurement,
observation, reviews. This can include self checking, supervisory functions, internal auditing, third
party reviews and verification/validation.

Follow-up/improvements: There is a means by which the results of checks can be followed up. This
means is used to improve the organisation and management of safety in design. Necessary changes in
policy and planning are made.

The completeness of the loop is assessed for the four sources of failure identified previously. This is
done using a tailored set of audit questions which can be scored as YES or NO based on objective
evidence gathered from auditing the design process. Design error potential is then expressed on an
ordinal scale, as shown in Table 1, where likelithood of error is a relative rather than an absolute value.
Translating the interview results into design error potential is actually based on the translation of the
"soft", linguistic variables into "hard" numerical variables (Bea, 1995).

Excellent means that there are no weaknesses in the C & M loop for the organisational/task
component of the design process being examined. All the question set answers would be YES.

Poor means that there is effectively no C & M loop for the organisational/task component of the
design process being examined. All the question set answers would be NO. In the worst possible
case, the success of the task would be entirely dependent on (i) individual competence (which to a
certain extent would be "luck" because the personnel selection process and allocation to tasks would
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be uncontrolled) and, (ii) the "chance" favourability of the contingent conditions for task success that
the personnel happen to be operating in (but which are outside their control).

The other evaluations fall in between these two anchor points. Thus:

Good means the C & M loop has one or two weaknesses, but is mainly strong i.e. a few NO answers
to questions in random areas of the control and monitoring loop.

Adequate means that the C & M loop has the potential to be complete and strong. It usually, but not
always, functions as intended. Those failures are not random i.e. NO answers to have some regularity
and repetition in specific areas in the control and monitoring loop.

To be improved means that the C & M loop rarely works. Answers to questions are mostly NO.
Design Error Criticality Assessment

The term criticality assessment is used here instead of the term comsequence analysis of risk
assessment. Criticality assessment is one of the main tasks of the design risk assessment and its
purpose is to evaluate the sensitivity of areas, components or regions of a structure to critical failures,
with the potential for amplifying their effects. This assessment could be based on the QRA of the
system under consideration if available, in which case the criticality is a measure of the risk variation
caused by failure. This would be applicable to topsides. However, for offshore supporting structures
an assessment of the reserve capacity, especially in case of the postulated component failures, is
required. This is not usually available, since most of the designs are envisaged to operate in the elastic
regime.

The criticality assessment for this study starts from the assumption that a particular region was under-
or over-designed, leading to an assessment of the safety margins or the reserve capacity. The analysis
examines the effects of a region of an offshore jacket having the load bearing capacity reduced by,
say, 10% to 30%. By scanning all the regions and/or components, a profile of criticality is developed.
Criticality is quantified based on severity of effects, as shown in Table 2.

3 APPLICATION

Organisation of the Design Process

The methodology was applied to the design process for an important component of an offshore
platform. In order to simplify the analysis, the design process was broken down into organisational
units. An organisational unit is defined as a set of tasks involved in taking the input and producing the
output for a single design process component. These units are shown in Table 3.

Assessment

The results of the assessment are presented in the form of “strengths” and “weaknesses” of the
organisational units, some of which are listed below:

Unit 2 (characteristics: to be improved)
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e There is pushing forward in the design process, with little emphasis on looking back; thus in
passing on of information, there is no evidence of checking that the information was correctly
interpreted and incorporated.

e There are no standards and procedures for controlling technical document content; there are only
checklists.

e The design process is very people-dependent; there are systems in place (meetings, document
distribution), but the process is very reliant on informal communications, and on the skills,
knowledge and experience of certain individuals. There is no “organisational”, but only
“individual” memory, and if key persons were to be lost from the project, it is not clear how they
would be replaced, and how their “memory” would be maintained.

e The review concentrates on technical standards and regulations and meeting technical
specification. There is no third party verification of the system in place (e.g. checking
communications and follow-up systems, following through the flow of information, etc).

e As there are no formalised requirements for how the overall design process is organised, the review
process rarely addresses whether the division and allocation of tasks is the optimal solution.

e Strong dependence of the Owner on the Verification Company for technical verification could be a
weak link.

¢ No reference made to the functioning of TQM in the project, nor evidence put forward.

Unit 4 (characteristics: to be improved)

e The global model was very big and there was a reluctance to run it (or lack of resources); as a
consequence of this, sensitivity analyses were not carried out.

e Certain assumptions about stress distribution derived in the conceptual (pre-engineering) stage
were not checked in the detailed analysis.

Unit 5 (characteristics: adequate)

e Software used for post-processing was dependent upon one person.
e Development process including revisions of manuals appeared rather informal
e There were several “platform specific” versions of software in circulation.

Unit 6 (characteristics: adequate)

o Interface with post-processing unit was reliant on what is virtually a “black box”. It was difficult
for the detailed design personnel to back check the results.

e The designers had no easy way of discovering all the assumptions made by the computer personnel
who built the finite element model.

Some of the failure modes in finite element modelling, for which criticalities were assessed, are
described briefly:

e Use of linear elements where more complex were recommended, or alternatively more layers of
linear element should be used.

e Physical modelling encompasses potential errors in representation of loads and general
assumptions in mapping the physical model into the numerical model.

e Stresses assumed compressive for the design purposes, but not checked for a combination of sub-
components failures or misfits.
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Risk Analysis

The evaluated risks were checked against the criteria which take the form of a matrix of error potential
and consequence criticality. The potential for error (frequency) of all failure modes in the same
consequence category must be added before comparison. The results of the first pass assessment are
used to improve the organisational and management characteristics of all units.

Those risks which cannot be reduced in the first pass risk assessment were subjected to a more
detailed analysis. The organisational unit chosen for the second pass assessment in this study was unit
4.

The probability of failure in the finite element analysis (FEA) during this component design is 8.9 x
107, which compares well with 3 x 10~ estimated for the total probability of a significant error in the
FEA during the design of the “Critical Structural Details” for a class of commercial tankers (Bea,
1995). For more information on the second pass risk assessment see Trbojevic and Bellamy, 1995.

4 CONCLUSIONS
The main benefits of this approach, especially of the first pass risk assessment are as follows:

e It has the capability to identify potential weak links and hot spots in a “live” design process;

e Jtis a “dynamic” tool for assessing the quality of the organisation and management system of the
design process;

e By identifying deficiencies, remedial measures for improving organisational and management
characteristics can be formulated.

e The verification effort can be focused on areas of high risk. The value of improved verification is
discussed and confirmed in several studies (Paté-Cornell, 1990) where it is stated that it could
decrease the probability of failure of the whole platform and thus decrease the annual probability
of system failure by about 20%.

e A risk-based approach to critically assess the sensitivity of the design to the compounding effect
of potential errors and to evaluate the robustness of the design is in line with the UK’s Draft
Offshore Installations and Wells (Design and Construction, etc) Regulations.

Potential drawbacks are:

e It requires full support of company’s management because it may be misunderstood as the
qualification of the management and/or personnel, making it very unpopular;

e Information gathering depends on the safety culture of the organisation, and may be a problem;

e It requires approximately 5 days of auditing and talking to the design teams (organisational units)
to assess a part of the process.

The second pass risk assessment is geared more towards improving the organisation of carrying out
tasks and long term management, and towards more precise assessment of criticalities, i.e.

consequences of failures. Its benefits are as follows:

e The results of the detailed analysis of design tasks can be used for future planning;
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e It points a way for channelling of effort where most needed;
e It will help in incorporating human reliability into future designs.
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TABLE 1: Design Error Potential in Relation to Evaluation
of Organisation and Management Characteristics

Design Error Potential
(ordinal scale)

Likelihood of Design Error

Evaluation of Organisation
and Management

Characteristics
1 Negligible Excellent
2 Small Good
3 Moderate Adequate
4 High To be improved
5 Very high Poor
TABLE 2: Criticality Factors
Criticality Factor|Damage Category

5 Total loss of the component

4 Major damage to the component

3 Minor damage to the component

2 Major damage to a sub-component

1 Minor damage to a sub-component
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TABLE 3:

Organisational Units

No. Unit Task

| Pre-engineering study Evaluation of cgncept and geometry envelope of the
component, design loads, etc.

2 Overall organisation Top level organisation of the design process

3 Design loads Specification of loads and load combinations

4 Finite element analysis Calculation of the results for the global model and unit loads

. Stress calculation from FE results for load combinations and

5 Post-processing .
code checking

6 Detailed design Detailed design of the component

7 Drawings Production of drawings for the component

8 Design of sub component 1 Detailed design of sub component 1

9 Design of sub component 2 Detailed design of sub component 2

10 Assembly Assembly of the sub components and the main component
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